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Security Expert™
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be3onacHoCcTH




be30nacHOCTb

HoBbIM ypOBEHb peLleHnii No 6€30nacHOCTU 30aHui

CrankmBasCb C Bo3pacTalowmmu yrposamm 6e3onacHocT, 6onblwmMm 06beMamMmu AaHHbIX U
BbICOKMM YPOBHEM OTBETCTBEHHOCTW, CEroAHs YNPaBnsaoWnii 30aHNEM HYXOAEeTCs B PELIEHNM

ans obecneyeHns 6e30MacHOCTU Noaen 1 akTMeoB. [o6po noxanosaTtb Ha CNeayLuii YPOBEHb —
Security Expert™ ot Schneider Electric.

Security Expert — aT0 HOBOE MHTErPUpPOBaHHOE NpeanioxeHne No obecneyeHnto 6e30MacHOCTH,
KOTOpOE NOMOraeT Nonb3oBaTensam pellate CAOXHbIE 3a4a4M CBOMX 3aaHnin. 1o KoHTponb
Hoctyna. 310 OxpaHHasa CurHanuzauymus. TexHonorusa Security Expert obecneunsaet
BM3yanu3auuio U ynpasnexHve BceM 3nanHnem. C Helt cnctemsl 6e30nacHOCTH 30aHunin pabotatot
TOYHO Tak, Kak oxuagaetcs. Hukakux HapyleHnin unmn c6oes. COTPYAHUKM 1 MOCETUTENN B
6€30MacHOCTH, aKTVBbI 3alMLLEHbl, 4OCTYMNHA TOYHAsa MHADOPMALNS; PUCKK CHMXaIOTCS, a

3PP EKTUBHOCTL MOBLIWAETCS.

VHTerpupoBaHHasa nnatcpopma Security Expert 06beanHAET paspo3HEHHbIE MPUTOXEHWNS
NHMPPacTPYKTYpbl 6€30NacHOCTV N5 CO3AaHNS €[IMHO UHTENNEKTYanbHOW CUCTEMBI,
obecneymBatoliet onTUManbHyto 6€30MaCHOCTb, C ACHOW 1 3HAYMMOW MHCPOPMaLIMeR B pexnme
peanbHOro BpeMeHu, kotopas co3gaeT MakcumansHo 6e3onacHyto busHec-cpeny.

Security Expert o6ecneunsaert:

*  HapexHocTb

« PasnuyHble BapuaHTbl NOAKMIOYEHMS

* MobunbHble pelerns

+  MacwTtabupyemocTb

+  CooTBeTCcTBME MEXAYHAPOAHBIM CTaH4apTaM
*  VHTerpauuto B macwrtabe npeanpusatns
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BesonacHocTb ot
Schneider Electric

KoHTponk ngoctyna
OxpaHHas
curHanusaums
Ynpasnenve
rnoceueHns MM
OT14eTbl

no paboyemy
BpEMEHHU
BromeTtpuyeckme
peleHus,
chbopmatsel HID
Bluetooth



OhDeKTNBHOCTL B MaclTabax npeanpusatns

Security Expert He TonbKko 06beanHsaeT BCe KOMMOHEHTBI MHAPACTRYKTYpPbl 6€30MacHOCTY, HO
N NETKO MHTErPUPYETCH C APYTMMU CUCTEMaMM yNpaBneHUs 30aHNEM, BKIOYas OCBELLEHNE,
ynpasneHue aHepronotpetneHnem n T, 4tobbl 06ecneyvnTb MakcumMarnsHyto addeKTUBHOCTb
cuctem nNpeanpusaTus. PasnmyHble KOMNNEKTbl MHTErpaLnmn 4OCTYMHbI Cpasy, YTo 3Ha4YUTENbHO
ynydwaet 6u3Hec-NpoLecchl U NoBbilWaeT 3dEKTUBHOCTb paboThl.
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KoHTponb YnpasneHve YnpasneHve OxpaHHas Ocbopmnerune MporpammHoe BupeoHabniogexune
poctyna ndTamn TpeBoramu curHanusauyus npomnyckoB obecneveHne
1 KOHTpOIb

no cpotorpacpum
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VIHODopMaLInS

[MOMHbBIN OOCTYM K AAHHBIM
TexHonorumn Secturity Expert nomoratot pewarb 3agayn, 4ns KOTopbix HeobxoaMma nHdopmMaums.

Security Expert oTkpbIBaeT MOMHbBINA AOCTYN K AaHHBIM C MOMOLLBIO YHUKANbHOMO rpadonuyeckoro
nonb30BaTeNbCKOro MHTepdEenca, KoTopblin NpeaocTaBnaeT MHAOPMAaLMIO NOMb30BaTENAM

NS pelleHns MHOXeCTBa 3aad, Bkrovas COBMECTHOE UCMOMb30BaHWe, aHanma n OTYETHOCTb.
BcTpoeHHble WwabnoHbl 0OTHYETOB MO3BONSAT aHanM3nMpoBaTh AaHHble B MOMb30BaTENbCKMX popmaTtax,
KOTOpble COOTBETCTBYIOT YHMKAlbHBIM NOTPEBGHOCTSIM 61M3HECa, ero COTPYAHUKOB 1 paboyero
npouecca.

ALOMVHVCTPATOPbI 1 MHXEHEPbI MMEIOT MONHOE NPeACTaBieHre o cucteme 6e30MacHoOCTU 1 ee
yHKUMAX B Ntoboe Bpems, 4To6bl NOAAEPKUBATL ONTUMaTbHYI0 NMPOU3BOAMTENBHOCTL CUCTEMBI.
LWndbpoBaHme 1 ayTeHTUdMKaLMSA OaHHBIX 3aUMLLAI0T CBA3b Mexay KOHTponnepamu, pabodmmu
cTaHUMaMK 1 MoBUIbHBIMK yCTpocTBaMu. Security Expert Takxe o6ecnednsaeT «oblyto KapTuHy»
B MacwTabe BCero Npeanpustus, Maciitabupyemyio nokanbHO UK Ha PermoHansHOM YpOoBHE.
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VIHTerpaumns

HoBble BO3MOXHOCTH 6narouapﬂ HOBbIM TEXHOIOIMAM

Security Expert npennaraert KOMNiekcHoe ynpasneHvue 6e30MacHOCTbI0 B paMKax LEnoCTHOro
WHTErpUMpPOBaHHOro NOAXoAa K yNpaBeHuio 30aHnemM.

Security Expert o6ecnednBaeT HeobXoAUMbIA AOCTYM, MO3BOMASA MMOAAM MOAyYaTh TOHHYIO Y UMEILLYIO
NpPakTUYeCcKyto LieHHOCTb MHADOPMaLMo B peansHOM BpeMEHU Tak, Kak UM TpebyeTcs — Ha Niobom
MOBUIBHOM YCTPOWCTBE, B N06OM MecTe 1 B Ntoboe Bpemsd. [JoCTynHOCTb noaknodenms obneryaet
COBMECTHYI0 paboTy, a Takxke yny4dwaeT 1 yCKopseT NpoLecc NPUHATUS pelleHnii. Bsaumopenctene

W MHTErpaums:

» KoHTponb UeHTpoB 06paboTkn AaHHbIX
- CeTeBble yCTpoiiCTBa

+ B0306HOBNSEMbIE NCTOYHMKM IHEPTUM
+ [loxapHas 6e30MacHOCTb

- Pabouyas cpena

* MOHUTOPWHT SHepronoTpebneHns
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VIHHOBaL MW

TexHonorn4yeckne OOCTUXKEHUS Kak NPEeNMYLLECTBO A1 NMOMb30BaTeen

TexHonorus Security Expert oTkpblBaeT HOBble BO3MOXHOCTY B 06nacTu ynpasneHus 5 y 5 MJ_l H E]
6e30MacHOCTbI0. DTV HOBbLIE MHHOBALMW COCPEA0TOYEHbI HE TOMbKO Ha CaMoii cucTeme HOBbIX YCTPOWCTB
6e30MacHOCTU, HO U Ha MoaAX, KOTOPbLIE UCMONb3YIOT €€ UK B3aMMOAENCTBYIOT loT B AeHb

C Hel. [Tioan nonyyatoT AOCTYN K He06X0AMMON MHApOpMaLnK 13 Nio6oro Mecta
TakuMmn cnocobamu, KOTopble COOTBETCTBYIOT UX paboyeit o6cTaHoBKe. SABMAACH

MUPOBLIM NMAEPOM B 06nacTi aBTomaTm3aLmm 3gaHnini, komnanus Schneider Electric

obnanaet 3HaHWAMM 1 OMBbITOM AN peanu3aLmn peweHnii, oteevarolmx TpeboBaHnsM 6 ,4 Tbl C . @

COBPEMEHHbIX MOMNb30BATENEN U NPUMEHAEMbBIX UMU LNAPOBLIX TEXHOMOTUIA. NHUMOEHTOB B chepe
6esonacHoCTH

Asnasce rmobanbHbIM cheLnanucTom B 06nacTy ynpasneHnsa aHepropecypcamu, B 2015 roay

TONbKO KoMnaHug Schneider Electric MOXeT NpeanoXuntb NONHOMYHKLMOHANbHOE

coYeTaHne COBMECTMMbIX pelleHnin ans obecneyenns 6e30nacHOCTY, 3HEPro-

pacnpeneneHns, 3HeProMOHUTOPUHTra, ynpasneHns NT-cetaMmu U MHXEHEePHbIMU 3 0] @

cucTemMamm 34aHNnin, YTo NO3BONSET CHU3WUTL 3aTpaThl Ha SHePru 1 obecneynTs 5 /O

6e30MacHOCTb NtoAel 1 akTMBOB. Halim nepenoBbie TEXHONOMMM 1 OMbIT B 06nactu OaHHbIX Yepe3 SSL

CUCTEMHOW UHTerpaumm o6beanHaTCA A8 NPpefoCTaBNenns PeweHnin CIIoXHbIX = CKpblTble faHHbIe

3afad Bawero 61sHeca, I'Ip06J'IeM Opr)KaI'OLLI,eVI cpedbl M HOPMAaTUBHOTO KOHTPOIA.

150 6 &1

HOBbIX JaHHbIX
Ha YenoBeka B eHb
k 2020 rogy
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Navigant Research BTtopon rog nogpsn npusHaeTt
koMnaHuto Schneider Electric npoussoautenem Nef Y]
B 0011aCT! CUCTEM YNPAaBEHUS 30aHUAMN U SHEPTNEN

Ortyet Navigant Research
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EavHaa rmobanbHas nnatcopma

Komnanwus Schneider Electric — nHHOBaLMK Ha KaX[a0M ypPOBHE

ApxuTektypa peweHns SmartStruxure™, Bknoyvas ynpaBnieHne MHXEHEPHbIMU cUCTEMaMK 1 6€30MacHOCTbIO
Mnatdopma StruxureWare™ Building Operation v1.8.1

Workstalion WebStation [Owncnneit MobunbHble
SmartX AD ycTpoiicTea
AS-P
MeTouHmK
nuTaH1s
Morpyx-
HO#
EINTS
Egagg:a KonTponnep
b3 )K((e;:gonnep OnekTpocyeTYMK
EM3550
MNpuson
PIBCV
KoHTponnep
b3 VAV KoHTponnep [Oatuuk ans
Xenta BO3yX0-
BoAa U3meputens
MOLHOCTI
Pene toka cepun PM3200
KouTponnep
b3 Kontponnep  MMpusopn
Xenta 3aCNOHKN
Mpeo6pasosarens
4acTotkl
KomHarHbIn
KOHTpONrep LON koHTponnep
SE8000 npyroro
npoussoguTens
o
5o
=
=gl Wkadp
KomHathbiii @ L KomHarrwii  Knanan Ynpasnenus
KOHTpONIEp Q Z  KOHTpOnnep npusopa oceelieHmem
SE7000 & S SE7000
*IP cuctema MCNONb3yeT o/ pBepbI 41151 3aNuCK BUAEO

BACnet /IP
Modbus® TCP
EcoStruxure™ Web Services

Web Services (Generic Consume)

LonWorks®/IP

W3mepuTens

MowHOCTI

cepun PMB000  Marenb
BbI30Ba

V3meputens

MOWHOCTH

cepuv PM5000

M3meputens
MOWHOCTH
cepuv PM3200

Brok
v3MepeHns
MOUWHOCTH

M3ameputens
MOUHOCTH
Acti9

Cepsep Cepsep Cepsep
Power Manager EcoStruxure Building Security Expert
Operations
SEC VLAN
Pa6oyas
CTaHuus Koxtponnep
EcoStruxure 6e3onacHocTyn
Building SP-C KynonsHas
Operation IP Tenekamepa
Moaynb
pacumpenns DOuKkcHpoBaHHas

8 BX0f108B, 4 BbIXofa

Moayne
pacumpenms
Mynst 16 BxonoB
yrpasnexus
OXpaHHo
curHanusayven

Moaynb
pacumpeHns
2 pBepy goctyna

[sepw poctyna
(cumTbiBaTENN

BXO[ v BXOO/
BbIXOM)

Mpoune nepudepuitHele
ycTpoiicTBa 6e30nacHocT

3alWnIEHHas WIUHA JaHHbIX

Ethernet TCP/I

|P Tenekamepa

Ynpasnsemas
|P Tenekamepa

IPHD
Tenekamepa

IP Tenekamepa
ANA CneumanbHblx
yCcnoBuin*
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Bce matepwuanbl no Security Expert Ha The Exchange:

ecobuilding.schneider-electric.com

Schneider Electric

Mocksa, 127018, yn. [iBnHues, 12, kopn.1
BusHec-LeHTp «BrHLEBY

Ten.: (495) 777 99 90

LleHTp noaaepXKku KNMeHToB

Ten.: 8 (800) 200 64 46 (3BoHOK Mo Poccun 6ecnnatHsbiii)
Ten.: (495) 777 99 88, dpakc: (495) 777 99 94
ru.ccc@schneider-electric.ru
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