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1 About this Manual

This manual describes a particular process. For information on certain
products, we refer you to the manual or the Help for the product in ques-
tion.

For information on how to install software, we refer you to the instruc-
tions delivered with the software.

For information on third party products, we refer you to the instructions
delivered with the third party product.

If you discover errors and/or unclear descriptions in this manual, please
contact your TAC representative.

"/ Note

»  We are continuously improving and correcting our documenta-
tion. This manual may have been updated.

*  Please check www.tac.com for the latest version.

1.1 Structure

The manual is divided into the following parts:

* Introduction
The Introduction section contains information on how this manual
is structured and how it should be used to find information in the
most efficient way.

*  Getting Started
The Getting Started section contains a step-by-step description of
how to engineer or carry out different tasks. It also gives you
guided instructions on how to complete a sample project. If you
want more information, see the corresponding chapter in the Ref-
erence section of the manual.

*  Reference
The Reference section contains more comprehensive information
about various parts of the Getting Started section. It also provides
you with information on alternative solutions not covered by the
Getting Started section.

TAC AB, Nov 2006 9 (62)
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1.2 Typographic Conventions

Throughout the manual the following specially marked texts may occur.

A  Warning

*  Alerts you that failure to take, or avoid, a specific action might
result in physical harm to you or to the hardware.

\ 4 Caution

» Alerts you to possible data loss, breaches of security, or other
more serious problems.

€© Important

*  Alerts you to supplementary information that is essential to the
completion of a task.

"/ Note

*  Alerts you to supplementary information.

@ Tip
»  Alerts you to supplementary information that is not essential to
the completion of the task at hand.

¥  Advanced

*  Alerts you that the following information applies to complex
tasks or tasks restricted by access.

13 Terminology

Term Description
AE OPC Alarm and Events standard specification
COM Component Object Model
DA OPC Data Access standard specification
10 (62) TAC AB, Nov 2006
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Term Description

DCOM Distributed Component Object Model

HDA OPC Historical Data Access standard specifica-
tion

OLE Object Linking and Embedding

OPC A set of open standards for exchanging process
control information. Formerly known as OLE
for Process Control.

OPCEnum OPCEnum is a program supplied by the OPC

Foundation to allow prospective client applica-
tions to obtain a list of available OPC servers
on the local or a remote computer.

TAC AB, Nov 2006
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2 Planning the OPC Configuration

One of the major parts in setting up OPC communication is configuring
the COM permissions for remote communication. This is also referred
to as distributed COM (DCOM).

When setting up DCOM for OPC communication, there are a number
of network environment options:

*  OPC server and OPC client on the same domain

*  OPC server and OPC client on different domains

*  OPC server and OPC client in the same workgroup

*  OPC server on a domain and OPC client in a workgroup
*  OPC server in a workgroup and OPC client on a domain

For more information on different network environments, see the Ref-
erence part of this manual.

2.1 The Described Scenario

Workgroup
Computer A

]

In the scenario described in this manual, both the computer running
Vista OPC Server and the computer running the OPC client are con-
nected to the network and belong to the same workgroup. The operating
system on both of the computers is Windows XP SP2.

Computer B

|

TAC Vista

OPC Clients | OPC Server

TAC Vista Server

I
/&

COM/DCOM

The following programs have to be installed and licensed:

»  Vista Server with Workstation

TAC AB, Nov 2006
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*  Vista OPC Server

For information on how to install Vista Server with Workstation and
Vista OPC Server, see the TAC Software, Installation Manual.

Tip
* Itis recommended that you run Vista Server and Vista OPC
Server on the same computer.

You have to set up communication between Vista OPC Server and Vista
Server. You do this in Vista OPC Server Setup by specifying the
account that Vista OPC Server has to use to log in to Vista Server. The
account is either a Windows account or a Vista account. In the described
scenario, a Vista account is used.

Setting up Vista Server and Vista OPC Server includes:

*  Creating a dedicated Windows user account under which you set
Vista Server (TACOS) to run as a service

*  Creating a dedicated Windows user account under which you set
Vista OPC Server (TACOPC) to run as a service

*  Configuring the Vista OPC Server COM servers (TAC Object
Server OPC DA Services and TAC Object Server OPC AE Ser-
vices) for DCOM

*  Creating a Vista account for the Vista OPC Server login to Vista
Server

OPC communication requires that you allow a number of programs to
communicate over the network. If you run Windows Firewall, you have
to allow exceptions in the firewall for the programs that participate in

OPC communication. You also have to set up identical accounts on the
computer running Vista OPC Server and the OPC client.

When you have set up the accounts, you have to configure DCOM for
OPC by allowing communication over DCOM.

OPCEnum is a small program that makes it possible for an OPC client
to locate OPC servers. You have to configure OPCEnum for DCOM on
the computer running Vista OPC Server.

In the described scenario, setting up OPC communication includes:
*  Configuring Windows Firewall

*  Creating identical accounts for the OPC communication users
*  Configuring DCOM permissions

*  Configuring OPCEnum for DCOM

16 (62)
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3 Configuring TAC Vista OPC Server

You have to perform a number of tasks to make data from the Vista
database (Vista Server) available to OPC clients.

It is recommended that you set Vista Server (TACOS) to run as a ser-
vice. Thus, you can avoid the problem of Vista Server closing down
when a user logs off the computer where the program is installed.

For information on how to install Vista Server as a service, see the TAC
Vista, Technical Manual.

Vista OPC Server is programmed to run as a service. It is recommended
that you set it to run as a service under a designated Windows user
account.

For more information on running an application under a designated user
account see the TAC Vista OPC Client - General, Technical Manual.

In order to make the data from Vista Server available to OPC clients via
Vista OPC Server, you have to create a login account under which Vista
OPC Server can log into Vista Server. You also have to set Vista OPC
Server to log in to Vista Server under the specified account.

3.1 Running Vista OPC Server as a Service

When you run Vista OPC Server as a service, you set the application to
run in the background.

€© Important

*  To prevent the server from closing down when a user logs off the
computer, you have to run Vista OPC Server as a service.

"7 Note

*  You do not have to configure DCOM or OPCEnum for the
account under which you run the service.

3.1.1 Adding a Windows Account for Vista OPC Server

An application run as a service always runs under a specified user
account. The user account provides the security context for the applica-
tion. That is, you can limit the application’s access to resources and

TAC AB, Nov 2006 17 (62)
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objects on the operating system by setting permissions for the account.
Limiting the access helps safeguard your system if the individual ser-
vice or process is compromised.

It is recommended that you run Vista OPC Server as a service under a
designated Windows user account.

€© Important
* It is recommended that you use one designated account for all
OPC servers.

*  The designated user account should be an Administrator account
on the local computer.
To add a Windows account for Vista OPC Server

1  On the computer running Vista OPC Server, start Computer Man-
agement.

@ Tip
*  You can access Computer Management in Control Panel under
Administrative Tools.

2 In the tree structure, right-click System Tools\Local Users and
Groups\Users, and then click New User.

LI Computer Management

g File  Action  Yiew  Window Help
e BEB 2

Camputer Management (Local) Mame

- ﬁ% System Tools [COusers
+ Event Viewer |:|Grcu.||:us
+ Shared Folders
- % Local Users and Groups
SR
D egull]  NEW LISER,
+--&% Perfarm
E Device I
- @ Storage Refresh

+ Remaova
DiskDefl  Help
Disk. Management

+ & Services and Applications

Mew \Window From Here

In the New User dialog box, in the User name box, type a name.
4 In the Description box, type a description for the user.

In the Password box, type a password.

18 (62) TAC AB, Nov 2006
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In the Confirm password box, type the password again.
Clear the User must change password at next logon check box.

Select the User cannot change password check box.

W 00 N O

Select the Password never expires check box.

Mew User, @@

Idzer name: OPC_Communication

Full harne:

Description; Uszer account designated for OPC communication
Pazzword: (IYTYT]

Confirmn pazsword: sesnee

Idzer cannot change password
Pazzword never expires
[ ] Account iz dizabled

Create l [ Clogze

10 Click Create, and then click Close.

Repeat the procedure on the computer running the OPC client.

3.1.2 Running Vista OPC Server as a Service

When you run Vista OPC Server as a service in manual startup mode,
the application starts when an OPC client calls the service.

For more information on running an application as a service, see the
TAC Vista OPC Client - General, Technical Manual.

To run Vista OPC Server as a service

1  On the computer running Vista OPC Server, start Services.

¢ Tip
*  You can access Services in Control Panel under Administrative
Tools.

2 Right-click TAC Vista OPC Server, and then click Properties.

TAC AB, Nov 2006 19 (62)
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3  Click the General tab.
4  In the Startup type box, make sure that Manual is selected.

TAC Vista OPC Server, Properties [Local Computer) |E|E|

General |Lc:g On | Recovery | Dependencies

Semice name: TACOPC

Dizplay name:

Dreszcription:

Fath to executable:;
C:5Program Filesh TACATAC Vista OPC Serve\TACOPC. exe

Startup type: M anual A

Service status: Started

Tou can specify the start parameters that apply when you start the service

from here.
[ Q. ] [ Cancel
5 Click the Log On tab.
6 Click This account.
7  Click Browse.
8 Inthe Select User dialog box, in the Enter the object name to
select box, type the name of the designated user account.
20 (62) TAC AB, Nov 2006

04-00061-01-en



TAC Vista OPC Server, Technical Manual 3 Configuring TAC Vista OPC Server

9 Click Check Names.

TAC Vista OPC Server Properties (Local Computer) EJE|

General | Log On | Becovery | Dependencies

Log on az:

{7 Local System account

(%) This account: MOPC_Communication

PaSSWD[d: (AL AL Ll Ll Ll Y]]}

Canfirm I:IEISSWEIfd: (AL AL Ll Ll Ll Y]]}

Y'ou can enable or dizable this service for the hardware profiles listed below:

Hardware Profile Service
Prafile 1 Enabled

[ (] H Cancel ][ Apply ]

10 In the Password box, type the password.
11 In the Confirm password box, type the password again.

12 Click OK.

3.2 Configuring the COM Servers for DCOM
Communication

The COM servers, that is, TAC Object Server OPC DA Services and
TAC Object Server OPC AE Services, are the COM interface of Vista
OPC Server.

When you have set Vista OPC Server to run as a service, you have to
configure the COM servers for DCOM to enable communication to and
from Vista OPC Server.

TAC AB, Nov 2006 21 (62)
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To configure the COM servers for DCOM Communication

1  On the computer running Vista OPC Server, start Component Ser-
vices.

Tip
*  You can access Component Services in Control Panel under
Administrative Tools.

2 In the tree structure, double-click Component Services\Comput-
ers\My Computer\DCOM Config.

3  Locate the COM server. That is, TAC Object Server OPC DA Ser-
vices or TAC Object Server OPC AE Services.

Click the Identity tab.
Click This account.

Click Browse.

N 6 u b

In the Select User dialog box, in the Enter the object name to
select box, type the name of the designated user account.

8 Click Check Names.

TAC Object Server OPC AE Services Properties E]g|

General | Location || Security | Endpaints | |dentity

YWwhich uzer account do you want to uze to run this application?

~
~
f* Thiz uzer.
|lzer: |."~EI PC_Communication Browsze. ..
Fassword: |

Confirm pazsword: |

" The system account [zervices only).

[ (] H Cancel ][ Apply

9 In the Password box, type the password.

22 (62)
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10 In the Confirm password box, type the password again.
11 Click OK.

€© Important

*  You have to configure DCOM for both TAC Object Server OPC
DA Services and TAC Object Server OPC AE Services.

* In order for the communication to work, you have to use the des-
ignated account under which you run Vista OPC Server as a ser-
vice.

*  The designated account should be an Administrator account on
the local computer.

Q Tip
* Itis recommended that you use one designated user account to
run all OPC servers.

3.3 Creating a Vista Account

Vista OPC Server (TACOPC) can log in to Vista Server (TACOS) in
two ways:

*  Using a Vista account
»  Using a Windows account

A Vista account is used when Vista Server is configured for low-level
security.

For more information on Vista Server security and on how to create a
Vista User, see the TAC Vista, Technical Manual.

In the described scenario, Vista OPC Server logs in to Vista Server
using a Vista account.

The authority level required for handling items in Vista depends on the
required functionality in the OPC client. In the described scenario, the

TAC AB, Nov 2006 23 (62)
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3.4

Field manager authority level is used and Logout time (min) is set to
0 (zero).

TACOPC

[dzer - Wista

= | General
Description Yigta OPC Server login account
Password | e
Authoriby level Field manager

= Automatic Logout

Logout tirme [min) 0
Standby time [min) 0

Configuring the Vista OPC Server Login

When you configure Vista OPC Server you use the TAC Vista Server
Setup program to specify the account to use when Vista OPC Server
(TACOPC) logs in to Vista Server (TACOS).

In the described scenario, Vista OPC Server uses a Vista account to log
in to Vista Server.

To configure the Vista OPC Server login
1  Start TAC Vista OPC Server Setup.

2 Inthe TAC Vista OPC Server Setup dialog box, click the TAC
Vista Server tab.

3 In the Location of TAC Vista Server arca, make sure that the
Local box is selected.

4  In the Retry connect period area, make sure that the value is set
to 360 seconds.

5 Inthe Login to TAC Vista Server area, click Login using the fol-
lowing Vista account.

6 Inthe Username box, type the name of the specified Vista user.

24 (62)
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7

In the Password box, type the specified user’s password.
-~ TAC Vista OPC Server Setup

TAC Vista Server l Trace ]

Location of TAC VWista Server
Local: [

Remate an: |

R ety connect peniod

360 zeconds

Login to TAC YWista Server

Login using the “Windows account which iz running the TAC
Wizta OFC Server zervice

* | ogin uzing the following TAC Wista account

Uszemame: |T-‘-“-|:':I FC

HEHHEHRKHHEHRHREEREHRHR

Paszward:

3

k. | Cancel Apply Help

Click OK.

TAC AB, Nov 2006
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4 Configuring Windows Firewall

By default, Windows Firewall stops incoming and outgoing OPC traffic
that is not explicitly allowed. To enable OPC communication, you have
to allow exceptions and set program exceptions and port exceptions in
Windows Firewall.

Important

* Ifyou are running Vista OPC Server and the OPC client on the
same computer, you do not have configure Windows Firewall.

*  Your Windows Firewall might be controlled by group policies
and be turned off or turned on and may not allow any exceptions.
In this case, contact your local IT department.

Notes

*  The programs you have to add to the Exceptions list can differ
between OPC clients from different manufacturers.

*  For more information, see the documentation provided by the
OPC client manufacturer.

4.1 Allowing Exceptions in Windows Firewall

To be able to allow exceptions in Windows Firewall, you have to make
sure that exceptions are allowed both on the computer running Vista
OPC Server and on the computer running the OPC client.

To allow exceptions in Windows Firewall

1  On the computer running Vista OPC Server, start Windows Fire-
wall.

Tip
*  You can access Windows Firewall in Control Panel.

2 In Windows Firewall, click the General tab.

TAC AB, Nov 2006
04-00061-01-en

27 (62)



4 Configuring Windows Firewall

TAC Vista OPC Server, Technical Manual

General | Exceptions | Advanced

3 Clear the Don’t allow exceptions check box.

%= Windows Firewall

| i helping to protect your PC

Windowsz Firewall helps protect pour computer by preventing unauthorized users
fram gaining access to your computer through the Internet or a nebwork.

@ (%) On [recommended)

Thiz zetting blocks all outside sources from connecting to thiz
computer, with the exception of thoze selected on the Exceptions tab.

[] Don't allow exceptions

Selectthiz when you connect ta public netwarks inless secure
lozations, such as airports. 'ou will not be notified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ighored.

@ ) OFf [not recommended]

Awaid using thiz zethng. Turning off Windows Firewall may make this
computer more vulnerable to viruzses and intruders.

Wwindowsz Firewall iz uzing your non-domain settings.

What elze should | know about wWindows Firewall'?

(0] 4 ] [ Cancel

4 Click OK.

Repeat the procedure above for the computer running the OPC client.

4.2 Enabling File and Printer Sharing

To enable OPC clients to browse to a remote computer with Vista OPC
Server, you have to enable File and Printer Sharing on both the com-
puter running Vista OPC Server and the computer running the OPC cli-

To enable File and Printer Sharing

On the computer running Vista OPC Server, start Windows Fire-
wall.

You can access Windows Firewall in Control Panel.

In Windows Firewall, click the Exceptions tab.

28 (62)
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3 Select the File and Printer Sharing check box.

"= Windows Firewall

General | Exceptions | Advanced

Windowes Firewall iz turmed off. vour network, adminigtrator iz uzing Group Policy to
cantral these settings.

Programs and Services:

Mame Group Policy
File and Printer Sharing

iTures Ma

Meafee Framework Service Mo

Meszage Queling Mo

MSH Messenger 7.5 Mo

Remate Azsistance Ma

[JRemate Desktop Mo

[ UPhP Framewark, Ma

| AddProgiam... | | AddPot. || Edi. Delete

Dizplay a notification when Windows Firewall blocks a program

What are the risks of allowing erceptions?

(] ] l Cancel

4 Click OK.

Repeat the procedure above for the computer running the OPC client.

TAC AB, Nov 2006 29 (62)
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4.3 Setting a Windows Firewall Program Exception

To enable communication between Vista OPC Server and the OPC cli-
ent, you have to make a number of exceptions in Windows Firewall for
programs that need to communicate with another computer or device.
For example:

*  Microsoft Management Console (required for using administrative
tools on the computer)

*  OPCEnum (used for browsing remote computers for OPC servers)
*  TAC Vista OPC Server (TACOPC)
*  OPC client programs

*  Tools used for setting up the communication between an OPC
server and an OPC client.

*  Vista Server (TACOS)

You have to set exceptions both on the computer running Vista OPC
Server and on the computer running the OPC client.

"/ Note

» It may be appropriate to permanently turn off Windows Firewall
if the computer is sufficiently protected behind a corporate fire-
wall. When turned off, the individual Windows Firewall settings
outlined in this chapter need not be performed to enable OPC
communication.

You have to make exceptions for the following programs on the com-
puter running Vista OPC Server:

*  Microsoft Management Console (mmc.exe)

*  OPCEnum, required by many OPC clients for browsing a com-
puter for OPC servers (OPCENUM.EXE)

*  TAC Vista OPC Server (TACOPC.exe)
*  Vista Server (TACOS)

You may have to make exceptions on the computer running the OPC
client for the following programs:

*  Microsoft Management Console (mmc.exe)
*  The OPC client program

*  Any tools used for browsing computers for OPC servers or setting
up OPC items in a client database

To set a Windows Firewall program exception

1 In Control Panel, click the Windows Firewall icon on the com-
puter running Vista OPC Server.

30 (62) TAC AB, Nov 2006
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In Windows Firewall, click the Exceptions tab.
Click Add Program.

4 Browse to the *.exe file for the program you want to add to the
Exceptions list.

5 Click Open, and then click OK.

"= Windows Firewall

General | Exceptions | Advanced

Windows Firewall iz turned off, %our netwark, administratar iz using Group Policy to
control these settings.

Programs and Semvices:

M ame Group Policy
File and Printer Sharing Mo

iTunes Mo

Mebfee Framework Service Mo

Message Queuing Mo

MG, BXE

MSH Messzenger 7.5 Mo

Remate Assistance Mo
[JRemate Desktop Mo

[ UPRP Frameswsark, HNo

| AddProgiam.. | [ AddPot. ||  Edt. ||  Delete

Digplay a notification when 'Windows Firewall blocks a program

“Wwhat are the rigks of allowing exceplions?

[ ok l[ Cancel ]

Repeat the procedure above to add all of the required programs to the
Exceptions list on both the computer running Vista OPC Server and the
computer running the OPC client. On the computer running Vista OPC
Server you have to add:

*  Microsoft Management Console - C:\WINDOWS\
system32\mmc.exe

*  OPCENUM - CAWINDOWS\OPCENUM.EXE

*  TAC Vista OPC Server - C:\Program Files\TAC\TAC Vista OPC
Server\TACOPC.exe

TAC AB, Nov 2006 31 (62)
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» TAC Vista Server - C:\Program Files\TAC\TAC Vista [version

number\TACOS.exe

%= Windows Firewall

General| Exceptions | Advanced

control these settings.

Programz and Services:

Windows Firewall i turmed off. “Your nebwork, administrator is using Group Policy to

Mame Group Policy ~

File and Printer Sharing Mo

iTunes Mo

MoaAfes Framework Service Mo

Meszage Queuing Mo

MMC. EXE Mo

MSM Messenger 7.5 Mo

] OPCEMUM. EXE Mo

Femote Azsistance Mo

O] Remate Desktop Ma

TACOPC exe

[T HPHP Frameunre M v
| AddFrogam... | [ AddPor. ||  Edt. ||  Delete
Dizplay a notification when Windows Firewall blocks a program
‘Wwhat are the riskz of allowing exceptions?

0k, ] [ Cancel

4.4 Setting a Windows Firewall Port Exception

To enable communication between Vista OPC Server and the OPC cli-
ent, you have to make an exception in Windows Firewall for port 135
where DCOM communication takes place. You have make the settings
both on the computer running Vista OPC Server and on the computer

running the OPC client.

"/ Note

» Ifthe Vista system is a multi-computer network, the port has
already been added to the Exceptions list.
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To set a Windows Firewall port exception

1  On the computer running Vista OPC Server, start Windows Fire-
wall.

*  You can access Windows Firewall in Control Panel.

2 Click the Exceptions tab.

3 Click Add Port.

4  In the Name box, type "DCOM".

5 In the Port Number box, type "135".
6 Click TCP.

Add a Port X

|Jze these settings ta open a port through ‘windows Firewall. Ta find the port
nurmber ahd pratocal, caonsulk the documentation far the program or service pau
wank to uze.

M anne: ||:":':”"“I |

Pt rurmber: | 135 |

=) TCP {3 UDP

YWhat are the riskz of opening a port?

N
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7 Click OK.

%= Windows Firewall

General | Exceptions | Advanced

contral these settings.

Programz and Services:

Windowsz Firewall iz turmed off. vour network administrator iz uging Group Paolicy to

MHame Group Policy
DCOM

File: and Printer 5 haring Mo

iTunes Mo

Meifee Framework Service Mo

Message Dueuing Ma

MSH Messenger 7.5 Mo

Remate Assistance Mo

O Remote Desktop Mo

O UPHP Framewark, Mo

| tddProgiam.. | [ addPor. |[  Edt. ||  Dekete

Wwhat are the rigks of allowing exceptions?

Dizplay a notification when Windows Firewall blocks a program

(]S ] [ Cancel

8 Click OK.

Repeat the procedure on the computer running the OPC client.
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5 Configuring DCOM Permissions

When the computer running Vista OPC Server and the computer run-
ning the OPC client are members of the same workgroup, you have to
use identical user accounts on the computer running Vista OPC Server
and on the computer running the OPC client.

OPC servers and clients use the DCOM protocol to communicate. You
have to set up DCOM security permissions for all the user accounts for
which you want to grant the permission to use the DCOM protocol to
communicate over the network.

€© Important

*  You have to be an Administrator on the computer where you
want to set up DCOM.

For more information on permissions and DCOM, see the TAC Vista
OPC Client - General, Technical Manual.

5.1 Adding a User Account

For security reasons, it is recommended that you limit the permissions
to a group account or user account designated for OPC communication,
rather than granting remote permissions to any of the system accounts.

€© Important

* In a workgroup, you have to add identical user accounts (identi-
cal name and password) on the computer running Vista OPC
Server and the computer running the OPC client.

*  You have to configure DCOM permissions for all accounts that
participate in OPC communication.

*  You can place the users that participate in OPC communication
in a group to facilitate the administration of the accounts.

Regardless of whether an account belongs to a group or not, the
account still has to be added both to the computer running Vista
OPC Server and to the computer running the OPC client.
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Q

To add a user account

1  On the computer running Vista OPC Server, start Computer Man-

agement.

Tip

*  You can access Computer Management in Control Panel under

Administrative Tools.

2 In the tree structure, right-click System Tools\Local Users and
Groups\Users, and then click New User.

LI Computer Management

g File  Action  Wiew Window Help

«o OEB @
Computer Management: {Local) Marne

- ﬁ& Systemn Tools [CAusers
+ Ewvent Yiewer I:IGruups

+ E Shared Folders

- Local Users and Groups
S
D iyl

[ew User. .,

=) Device I
- @ Storage Refresh

Mew \Window From Here

+ Remaova
DiskDefl  Help
Disk. Management

+ & Services and Applications

00 N 6o 01 A W

In the New User dialog box, in the User name box, type a name.
In the Description box, type a description for the user.

In the Password box, type a password.

In the Confirm password box, type the password again.

Clear the User must change password at next logon check box.

Select the User cannot change password check box.

36 (62)

TAC AB, Nov 2006
04-00061-01-en



TAC Vista OPC Server, Technical Manual 5 Configuring DCOM Permissions

9 Select the Password never expires check box.

Mew Lser @

IJser name: | OPC_Cornmuricatian |
Full narne: | |
Description: | Usger account designated for OPC communication |
Password: LLLLL L) |
Confirm password: | AL L LL) |

|lzer cannot change pazsword
Pazszword never expires
[] &ceount iz dizabled

[ Create H Cloze

10 Click Create, and then click Close.

Repeat the procedure on the computer running the OPC client.

5.2 Setting Access Permissions

Access permissions define the access an account has to a launched
application. You have to set access permissions on both the computer
running Vista OPC Server and the computer running the OPC client.

To set access permissions

1  On the computer running Vista OPC Server, start Component Ser-
vices.

@ T
*  You can access Component Services in Control Panel under
Administrative Tools.
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2 In the tree structure, right-click Component Services\Comput-
ers\My Computer, and then click Properties.

i#> Component Services

@ File  Action “iew  Window  Help

¢ = E|@m AR RIEN =
(27 Console Root Computers 1 objeck(s)
= @ Camponent Services =
=[] Computers = |
+ @ Iy Cornput
+ % Event Viewer (Local  —roP M2 DTC
* Services (Local) Refresh all cormponents

e window From Here

Propetties

Help

3 Click the COM Security tab.

My Computer Properties

General Options Default Properties
Default Protocols MSDTC COM Security

Accesz Pemizsions

“'ou may edit who iz allowed default access to applications. vou may
alzo zet limits on applications that determine their own permizzions.

Edit Limits... Edit Default...

Launch and Activation Permizzions

“'ou may edit who iz allowed by default to launch applications or
activate objects. Y'ou may also set limitz on applications that
determine their own pemissions.

E dit Lirnits... Edit Diefault. .

QFk. ] [ Cancel
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4 Inthe Access Permissions area, click Edit Limits.

Access Permission

Securty Limits l

GTEIL,II:I ar Wsel names:

ANOMNYMOUS LOGOM

ﬁ Everyone

Add... | Remove |
Permizzions for AMOMNYMOLS
LOGOM Al Deny
Local Access |:|
Femate Access ] ]
k. Cancel

Click Add.

6 Inthe Select Users and Groups dialog box, in the Enter the
object names to select box, type the name of the user you want to
grant permissions to.

7 Click Check Names.

Select Users or, Groups

Select thiz object type:

|U$ers, Groups, or Built-in security principals | ’ Object Types... ]

Fram this location:
|DPE2 H Locations... ]

Enter the object names to zelect [examples]:

VistaSEVINOPE Communication Check Mames

) (oo
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8 Click OK.
9 Select the desired user.

10 In the Allow column, select Local Access and Remote Access.

Access Permission

Security Limits l

GFDUI:I ar LEer names:

ﬁ.ﬁ.NDHYMDUS LOGOM

ﬁ Evemohe

€7 OPC_Communication [VistaSRYIOPC Communication)

Add... | Remove |

Permiszions far
OPC_Communication Al Dery

Local dccess ]

Remote Access ]

ak. Cancel
11 Click OK.
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12 In the Access Permissions area, click Edit Default.

Access Permission

Drefault Securty l
[Group ar Lger names:
orr
€7 SvSTEM
Add.. | Remove |

Permizzions far SELF Al ey

Local Access ]

Remote Access F

k. Cancel

13 Click Add.

14 In the Select Users and Groups dialog box, in the Enter the
object names to select box, type the name of the user you want to
grant permissions to.
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15 Click Check Names.

Select Users or, Groups

Select thiz object type:

|U$ers, Groups, or Built-in security principals | [ Object Types... ]

Fram this location:
|DPE2 H Locations. .. ]

Enter the object names to zelect [examples]:

VistaSEVINOPE Communication Check Mamez

5 (o]

16 Click OK.
17 Select the desired user.

18 In the Allow column, select Local Access and Remote Access.

Access Permission

Drefault Security l

GFDUI:I ar user names;

ﬁ OPC_Communication [WiztaSAWTSOPC Communication)

€7 SELF

€5 SYSTEM

Fermizziong far
OPC_Communication

Local Acoess

Remote Access

QK. Cancel
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19 Click OK.
20 Click OK to close the My Computer Properties dialog box.

€© Important

*  You have to restart your computer for global changes in DCOM
settings to take effect.

Repeat the procedures on the computer running the OPC client.

€© Important

*  You have to create identical user accounts and passwords on the
computer running Vista OPC Server and the computer running
the OPC client.

*  Some settings can be OPC client-specific. For more information
on how to set access permissions and launch and activation per-
missions for the computer running the OPC client, consult the lit-
erature provided by your OPC client manufacturer.

5.3 Setting Launch and Activation Permissions

The launch and activation permissions define which account that can
launch a COM-based application, for example, Vista OPC Server, either
on the network or locally. You have to set launch and activation permis-
sions on both the computer running Vista OPC Server and the computer
running the OPC client.

To set launch and activation permissions

1  On the computer running Vista OPC Server, start Component Ser-
vices.

@ Tip
*  You can access Component Services in Control Panel under
Administrative Tools.

TAC AB, Nov 2006 43 (62)
04-00061-01-en



5 Configuring DCOM Permissions TAC Vista OPC Server, Technical Manual

2 In the tree structure, right-click Component Services\Comput-
ers\My Computer, and then click Properties.

i+ Com ponent Services
@ File  Action “iew  Window  Help
= || Edla |!_E S ==

(27 Console Root Computers 1 objeck(s)

= @ Camponent Services =
=[] Computers = |
+ @ Iy Cornput
+ % Event Viewer (Local  —roP M2 DTC
* Services (Local) Refresh all cormponents

e window From Here

Propetties

Help

3 Click the COM Security tab.

My Computer Properties

| General || Options || Default Properties |
| DefautProtocols | MSDTC | COM Securiy

Accesz Pemizsions
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4 Inthe Launch and Activation Permissions area, click Edit Lim-
its.

Launch Permission

Security Limits ]

GFEIL,II:I ar LEer names:

Admirigtrators [YistaS AW WA dminiztrators)

ﬁ Ewerpane

Add... | Rermove |

Permizsiong for Administrators Aallow Deny

Local Launch
Remate Launch
Local &ctivation
Remote Activation

K& EE
OO0

Qk. Carcel

Click Add.

6 In the Select Users and Groups dialog box, in the Enter the
object names to select box, type the name of the user.

7 Click Check Names.

Select Users or, Groups

Select thiz object type:

|U$ers, Groups, or Built-in security principals | ’ Object Types... ]

Fram this location:
|':|F":2 H Locations... ]

Enter the object names to zelect [examples]:

VistaSEVTWIPC Communication Check Mames

T
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8 Click OK.
9 Select the desired user.

10 In the Allow column, select Local Launch, Remote Launch,
Local Activation, and Remote Activation.

Launch Permission

Securty Limitg l

Gr-:uup Or WEsel names:

ﬁ Adriniztratars [YistaS RV 1\Administrators)

ﬁ Evervone

ﬁ OPC_Communication [VistaSEWTWOPC Communication)

Add... | Remaove |

Fermizzions for
OPC_Commurnication Bllow Dreny

Local Launch
Remate Launch
Local Activation

K& & E]
OO0

Remate Activation

(1] 4 Cancel

11 Click OK.
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12 In the Launch and Activation Permissions area, click Edit
Defaults.

Launch Permission

Drefault Security l

GTI:ILJI:I Or LEer names:

Administratars aSFEY A dministrators]
€7 INTERACTIVE
€5 SYSTEM
Add... | Remove |
Permizzions for Administrators Al Dery

Local Launch
Femote Launch
Local Activation

KEE[E
NN

Remate Activation

ak. Cancel

13 Click Add.

14 In the Select Users and Groups dialog box, in the Enter the
object names to select box, type the name of the user.

15 Click Check Names.

Select Users or, Groups

Select thiz object type:

|U$ers, Groups, or Builk-in security principals | l Object Types... ]

From thizs location:
|':|F":2 H Locations... ]

Enter the object names to select [examples]|:

VistaSEVTOIPC Communication Check Mames

T
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16 Click OK.
17 Select the desired user.

18 In the Allow column, select Local Launch, Remote Launch,
Local Activation, and Remote Activation.

Launch Permission

Default Securty l

G[DUD Or Wsel hames:

ﬁ Administrators [VistaSAWV WA dminstrators)

€7 INTERACTIVE

ﬁ OPC_Communication [VistaSEWIWIPC Communication)
€5 SYSTEM

Add... | Femove |

Permizzions for
OPC_Communication 2l Deny

Local Launch ]

Remote Launch F

Local Activation F

Remaote Activation F

OF. Cancel

19 Click OK.
20 Click OK to close the My Computer Properties dialog box.

€© Important

*  You have to restart your computer for global changes in DCOM
settings to take effect.
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\

Repeat the procedures on the computer running the OPC client.

Important

*  You have to create identical user accounts and passwords on the

computer running Vista OPC Server and the computer running
the OPC client.

*  Some settings can be OPC client-specific. For more information
on how to set access permissions and launch and activation per-
missions for the computer running the OPC client, consult the lit-
erature provided by your OPC client manufacturer.

5.4 Setting Local User Authentication

When a computer involved in OPC communication tries to log in to
another computer involved in OPC communication, it has to authenti-
cate as itself on the contacted computer. If the authentication fails, the
contacted computer will not allow the contacting computer access. You
have to set local user authentication on both the computer running Vista
OPC Server and the computer running the OPC client.

To set local user authentication

1  On the computer running Vista OPC Server, start Local Security
Policy.

Tip

*  You can access Local Security Policy in Control Panel under
Administrative Tools.
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2 Double-click Local Policies\Security Options\Network access:
Sharing and security model for local accounts.

Metwork access: Sharing and security model for local... |E|[z|

Local Security Setting |

. Metwork access: Sharng and zecurnity model for local accounts

| Clazzic - local ugers authenticate as themselves

[ (] l [ Cancel Apply

3 Click Local Security Settings - Classic - local users authenti-
cate as themselves.

4 Click OK.

Repeat the procedure on the computer running the OPC client.
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6 Configuring OPCEnum for DCOM
Communication

OPCEnum is a program that has to be installed on both the computer
running Vista OPC Server and the computer running the OPC client.
Vista OPC Server installs OPCEnum on the computer. If your OPC cli-
ent application does not install OPCEnum, you have to manually install
and register it on the computer running the OPC client.

On the computer running the OPC client, OPCEnum is used by the
operating system to interpret responses from the computer running
Vista OPC Server. Tools used for browsing OPC servers require OPCE-
num on the computer running the OPC server in order to locate and
browse OPC servers on that computer. You have to configure OPCE-
num on the computer running Vista OPC Server.

For more information on OPCEnum, please visit www.opcfounda-
tion.org.

€© Important
*  You have to be an Administrator on the computer where you
want to set up DCOM.
To configure OPCEnum for DCOM Communications

1  On the computer running Vista OPC Server, start Component Ser-
vices.

Q Tp
*  You can access Component Services in Control Panel under
Administrative Tools.
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2

3

4

5

6

In the tree structure, double-click Component Services\Comput-
ers\My Computer\DCOM Config.

i=> Component Services
@ Fle Acion  WView Window Help

o B[E X EE @ 0] %

L1 Console Roat DCOM Config
- gmgunsntt Services @ accstore Class Q)netman
= onputers AcroPDF 3 NetMesting
=1 (B My Computer %,ngbe Acrobat 7, 0 Document @ Netwark Provisioning Service
+-(3 cort Applications 8 sutomatic Updates
= {3 peom Corfig &Background Inkeligent Transfer Service @Paintb Wiew 4

(7] Distributed Transaction C
+ [Z1 Running Processes QBHO @RDS&S

1 {Bg] Event Wiewer {Local) @Blucked Drivers @RDSHD.

I Q Services {Local) &CON‘H Event System &Remnte Storage Recall Mokification ¢
@ComEvents. ComServiceEvents @RemoterxyFactoer Class
@ComEvents. ComSystemappEventData @Removahle Storage Manager
%Cummand line Trigger Consumer %Remnvahle Starage Sink Layer

Right-click OPCEnum, and then click Properties.
In the OPCEnum Properties dialog box, click the General tab.
In the Authentication Level box, click Default.

OpcEnum Properties

General |L|:u:ati|:|n Securty || Endpoints || [dentity

General properties of thizs DCOKM application
Application Mame: O pcE fum
&pplication 1D: {13486D44-4821-1102-4494-3CE 306C1 0000}
Application Type: Local Server

Authentication Level:

Local Path:

[ (] H Cancel ][ Apply ]

In the OPCEnum Properties dialog box, click the Location tab.
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7 Make sure that Run application on this computer is selected.
OpcEnum, Properties E]E|
General | Location | Security | Endpaints | |dentity

The following settingz allow DCOM ta locate the correct computer for thiz
application. |f you make more than one selection, then DCOM uzes the first
applicable one. Client applications may overide your selections.

[ Run application an the computer where the data is located.
[v Fun application on this computer.

[ Fun application on the following computer:

e

[ OF. H Cancel ]

In the OPCEnum Properties dialog box, click the Identity tab.

In the Which user account do you want to use to run this appli-
cation? area, click This user.

10 Click Browse.

11 In the Select User dialog box, in the Enter the object name to
select box, type the name of the desired user account.

€© Important

» It is recommended that you use the designated user account
under which you run other OPC servers.

12 Click Check Names.
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OpcEnum Properties E| PX|

General | Location | Security | Endpaints | |dentity

YWwhich user account do you want to uze to run thiz application?

" The interactive user.

" The launching uzser.

* This uzer.
|lzer: |."-.|:| PC_Communication Browsze...
Fazzword: |

Confirm pagsword: |

~

[ (] H Cancel ][ Apply

13 In the Password box, type the password.

14 In the Confirm password box, type the password again.
15 Click OK.

Important

You have to restart the computer in order for changes in global
settings to take effect.

Caution

If you have more than one OPC server installed on the computer

you may also have more than one OPCENUM .exe installation.

You have to make sure that the OPCEnum installation for which
you configure DCOM is identical to the OPCEnum installation
for which you have made an exception in Windows Firewall.
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7 TAC Vista OPC Server

Vista OPC Server is an add-on module to Vista Server, enabling third
party OPC-compliant presentation systems to interface with TAC prod-
ucts. The server consists of two separate interfaces:

*  OPC Data Access (DA), version 1.0A and 2.05A.
*  OPC Alarms and Events (AE), version 1.10.

Objects and signals in the Vista Server database can be read and
changed via the OPC Data Access interface. The OPC Alarms and
Events interface makes it possible to subscribe to and acknowledge
alarms from Vista OPC Server.

Vista OPC Server is implemented as a Windows service and can be
started from the Computer Management console.

For information on OPC, see the TAC Vista OPC Client - General,
Technical Manual.

The illustration below shows OPC items in a typical Vista database
when accessed by an OPC client.

= 'E TaC Object Server OPC DA Services | Mame | Canonical. .. | TAC Vista type ~
=1-|0; vistasRy1 COOLING String String walue
=G LTAL ECON String String value
=G ACME Inc RELIEF String String value
+-gj 1st_Floor RTLM String String value
+1 |05 1st_Floor_Lw SFAM String String walue
=G 2“;;'32’ TERM_UNITS String String value
+ G TAC Object Server OPC AE Services b string String value
$10 M1 String String walue
F10Mz2 String String walue
FI0 M3 String String value
$10 M4 String String value
$I0 M5 String String value
RTU4 FO_alarm String String walue
RTU4 IO _Alarm String String walue
*\ICOOLING C_Usage Real (4E) Analog walue
3= COOLING C1_alarm String String walue
[ COOLING C1_Min_OFf Reeal (4E) Analog walue
[ COOLING C1_Min_On Feeal (4E) Analog value
[nr COOLING C1_Start_SP Feeal (4E) Analog value
LFTCOOLING C1_Start_Stop Boolean Binary walue
LFTCOOLING C1_Status Boalean Binary value
*‘«COOLING C1_Stop_SP Reeal (4E) Analog value
5= COOLING C2_alarm String String walue
"o COOLING C2_Min_OFf Feeal (4E) Analog walue
[ COOLING CZ_Min_0n Reeal (4E) Analog walue
[ns COOLING CZ_Start_SP Feeal (4E) Analog value
LFTCOOLING C2_Start_Stop Boolean Binary walue
LFTCOOLING C2_Status Boolean Binary walue
}\-COOLING C2_Skap_SP Real (4E) Analog value
3= COOLING C3_Alarm String String walue
o COOLING C3_Min_OFf Real (4E) Analog walue
[ COOLING C3_Min_On Feeal (4E) Analog walue
[m COOLING C3_Start_SP Reeal (4E) Analog walue
IFTCOOLING C3_Start_Stop Boolean Binary walue
LFTCOOLING C3_Status Boolean Binary walue 2
SO TR T2 Chem 01 Fm=l FADh LI ERE PP
TAC AB, Nov 2006 57 (62)

04-00061-01-en



7 TAC Vista OPC Server TAC Vista OPC Server, Technical Manual

58 (62) TAC AB, Nov 2006
04-00061-01-en



TAC Vista OPC Server, Technical Manual

Index

Index

A
Authentication 49

C

Configure

Windows Firewall 27
Configure DCOM

OPCEnum 51
Configure DCOM for OPC 35

D

DCOM
configure for OPC 35
configure OPCEnum 51
DCOM Configuration 51

E

Exceptions
Windows Firewall 27, 30, 32

L

Local user authentication 49

o

OPC
configure DCOM 35
general 57
OPCEnum 51
configure DCOM 51

P

Port exceptions
Windows Firewall 32

Preparations 33

Program exceptions
Windows Firewall 30

V)

User authentication 49

w

Windows Firewall

allow exceptions 27
configure 27

port exceptions 32
program exceptions 30

TAC AB, Nov 2006
04-00061-01-en

59 (62)



Index TAC Vista OPC Server, Technical Manual

60 (62) TAC AB, Nov 2006
04-00061-01-en






Copyright © 2006, TAC AB

All brand names, trademarks and registered trademarks are
the property of their respective owners. Information con-
tained within this document is subject to changewithout no-
tice. All rights reserved.

04-00061-01-en

a company of
Schneider
Electric

Europe / Headquarters
Malmd, Sweden
+46 40 38 68 50

Americas
Dallas, TX
+1972-323-1111

Asia-Pacific
Sydney, Australia
+61 2 9700 1555

www.tac.com

tace



	Contents
	Introduction
	1 About this Manual
	1.1 Structure
	1.2 Typographic Conventions
	1.3 Terminology


	Getting Started
	2 Planning the OPC Configuration
	2.1 The Described Scenario

	3 Configuring TAC Vista OPC Server
	3.1 Running Vista OPC Server as a Service
	3.1.1 Adding a Windows Account for Vista OPC Server
	3.1.2 Running Vista OPC Server as a Service

	3.2 Configuring the COM Servers for DCOM Communication
	3.3 Creating a Vista Account
	3.4 Configuring the Vista OPC Server Login

	4 Configuring Windows Firewall
	4.1 Allowing Exceptions in Windows Firewall
	4.2 Enabling File and Printer Sharing
	4.3 Setting a Windows Firewall Program Exception
	4.4 Setting a Windows Firewall Port Exception

	5 Configuring DCOM Permissions
	5.1 Adding a User Account
	5.2 Setting Access Permissions
	5.3 Setting Launch and Activation Permissions
	5.4 Setting Local User Authentication

	6 Configuring OPCEnum for DCOM Communication

	Reference
	7 TAC Vista OPC Server

	Index

